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Document Purpose 

This Website Privacy Notice explains what categories of personal data OMass Therapeutics Ltd 

collects through its website, how that information is collected, how it is used, the lawful bases 

for processing, who it may be shared with, how long it is retained, and how individuals may 

exercise their rights. 
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Visitors to the OMass Therapeutics website, including individuals who make enquiries through 
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1. Scope 

We respect the privacy of visitors to our website. This Privacy Notice explains how OMass 
Therapeutics Ltd (“OMass”, “we”, “us” or “our”), as data controller, collects and uses your personal 
data through our website, including enquiries and job applications and your rights under the UK 
General Data Protection Regulation (UK GDPR), the Data Protection Act 2018 and, where applicable, 
the Privacy and Electronic Communications Regulations 2003 (PECR). 

This notice applies to personal data we collect through our website. We do not ask you to provide 
special category personal data, other than information about a disability you may choose to share 
so that we can consider appropriate adjustments during recruitment; please do not include other 
special category data when contacting us or applying for a role. If you apply for a job opening, our 
Job Applicant Privacy Notice also applies. 

If you have any questions about this Privacy Notice, the OMass data protection practices or other 
requests or concerns regarding personal data, please contact the OMass Data Protection Officer, 
Hanna Machray, hanna.machray@omass.com. 

2. Definitions 

For the purpose of this Privacy Notice, the following terms shall have the following meanings: 

• Personal data means any information relating to an identified or identifiable individual, such as 
a name, contact details, online identifier or information submitted through the website. 

• Special category personal data means more sensitive personal data, such as health information, 
racial or ethnic origin, political opinions, religious or philosophical beliefs, trade union 
membership, genetic data, biometric data, or data concerning sex life or sexual orientation. 

• Processing means anything done with personal data, including collecting, recording, storing, 
using, sharing, deleting or otherwise handling it. 

• Data controller means the organisation that decides why and how personal data is used. For this 
website, OMass Therapeutics Ltd is the data controller. 

• Service provider means a third party that processes personal data for us or provides services to 
us, such as IT, analytics, recruitment, professional advisory or software providers. 

• Cookies are small text files placed on your device or browser to help a website operate, 
remember your choices or collect information about how the website is used. 

• UK GDPR means the United Kingdom General Data Protection Regulation, read together with 
the Data Protection Act 2018. 

• ICO means the Information Commissioner’s Office, the UK supervisory authority for data 
protection matters. 

3. How We Collect Information and What We Use It For 

We collect and process certain information you provide to us, as well as information we collect 
ourselves. In each case, we use the information for an identified purpose and rely on an appropriate 
lawful basis for processing it. 

Most commonly, we rely on one or more of the following lawful bases for processing personal data: 

• where it is necessary for the performance of a contract; 

• where it is necessary for compliance with a legal obligation to which we are subject; and/or 

mailto:hanna.machray@omass.com
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• where it is necessary for the purposes of legitimate interests pursued by us or a third party, 
except where such interests are overridden by the interests or fundamental rights and freedoms 
of recruitment candidates. 

• where you have given your consent to the processing, which you may withdraw at any time (for 
example, for non-essential cookies). 

Where relevant, we have considered whether the interests or fundamental rights and freedoms of 
individuals interacting with our website override our legitimate interests and have formed the view 
that they do not. 

Information you give us 

Responding to enquiries: if you contact us and choose to provide personal data, such as your name, 
address, telephone number or email address, we may use that information to respond to your 
correspondence or address the matters raised by you. It is for you to decide what personal data you 
provide. 

The legal basis for processing this information is that it is necessary for the purposes of legitimate 
interests pursued by us, namely our interest in receiving and responding to correspondence from 
members of the public and addressing matters raised by members of the public. 

Applications for job openings: please refer to the Job Applicant Privacy Notice found on the careers 
page of the website. If you are successful with your application, we have a separate privacy notice 
for employees, which will be provided to you. 

Information we collect 

We use Google Analytics to collect information about how users use our website, including how 
often they visit the site, which pages they visit, and which other sites they visited before coming to 
this site. We use information from Google Analytics only to improve our website. Google Analytics 
collects only the IP address assigned to you on the date you visit the site, rather than your name or 
other identifying information. We do not combine Google Analytics information with personally 
identifiable information. 

Google Analytics uses cookies (see section 2) to distinguish you from other users of our website. 
The Google Analytics cookies cannot be used by anyone but Google. 

When you first visit our website, you will be asked to make choices about cookies. Essential cookies 
may be used where necessary for the website to operate. We will only use non-essential cookies, 
including analytics cookies such as Google Analytics, where consent is required and you have given 
that consent. You can withdraw or change your cookie preferences at any time through the cookie 
settings made available on the website or by adjusting your browser settings. If you disable some 
cookies, parts of the website may not function properly. 

Google’s ability to use and share information collected by Google Analytics about visits to this site 
is restricted by Google Analytics Terms of Use and the Google Privacy Policy. Where information 
collected automatically on our website is personal data, our legal basis for processing is our 
legitimate interests in maintaining the safe operation of our website, improving our website, and 
learning from how users interact with it. 

4. Special Categories of Personal Data 

There are more limited lawful bases for processing special category personal data (defined in 
section 2). We do not seek special category personal data through our website and request that you 
do not provide it when contacting us or applying for a role. 
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5. Change of Purpose 

We will only use your personal data for the purposes for which we collected it, unless we reasonably 
consider that we need to use it for another reason which is compatible with the original purpose. If 
we need to use your personal data for an unrelated purpose, we will notify you and explain the legal 
basis that allows us to do so. 

In some circumstances, we may anonymise your personal data so that it can no longer be associated 
with you, in which case it is no longer personal data. 

6. With Whom We Share Your Information 

We may share your personal data with third parties where this is required by law, where it is 
necessary to perform our contract with you, or where we have another legitimate interest in doing 
so. 

Our service providers 

We may share personal data with OMass Therapeutics Ltd third-party service providers that 
perform services and functions at our direction and on our behalf. Our service providers include IT 
service providers, recruitment service providers, our HR and recruitment software IRIS HR 
Professional Plus, and our lawyers. We rely on service providers to effectively operate our business. 

Analytics and search engine providers 

We use Google Analytics as described in section 3 above. 

Sale or acquisition of the business 

If we sell or buy any business or assets, we may disclose your personal data to the prospective seller 
or buyer of such business or assets. If all or any of our group companies or substantially all of their 
assets are acquired by a third party, personal data may be one of the transferred assets. 

Other third parties 

We may need to share your personal data with a regulator or otherwise comply with applicable law 
or judicial process. We may disclose your personal data if required by law, or if we reasonably 
believe disclosure is necessary to protect our rights and/or comply with judicial or regulatory 
proceedings, a court order, or another legal process. 

7. International Transfers of Personal Data 

Where personal data is transferred outside the United Kingdom, we will ensure that appropriate 
safeguards are in place unless an exemption applies. This may include an adequacy regulation, the 
United Kingdom International Data Transfer Agreement, the United Kingdom Addendum to the 
European Commission Standard Contractual Clauses, or another lawful transfer mechanism 
required under UK GDPR restricted transfer rules. 

8. Where We Store Your Personal Data 

All information you provide to us will be stored on our secure servers and on our HR and recruitment 
software, IRIS HR Professional Plus. Once we have received your information, we will use 
appropriate technical and organisational measures to prevent unauthorised access, disclosure, loss 
or damage to your personal data. 
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9. How Long We Retain Your Information 

We will retain your personal information only for as long as necessary to fulfil the purposes for 
which it was collected, including for the purposes of satisfying legal, regulatory, accounting or 
reporting requirements. 

For information that you provide through an enquiry made through the website, we will retain your 
personal data for no longer than three months after the last communication. 

If applying for a job opening, please refer to the Job Applicant Privacy Notice for further information.  

In some circumstances, we are required to retain personal data by law and to comply with our 
regulatory obligations. Where this is the case, we will keep such personal data in a form that 
identifies you only for so long as necessary. Once we no longer require your personal data for the 
purposes for which it is processed, we will securely destroy it in accordance with applicable laws 
and regulations and our records retention policy. 

10. Your Rights in Relation to Your Information 

Where the processing of your personal data is subject to the UK GDPR, you have rights as an 
individual which you can exercise in relation to the information we hold about you under certain 
circumstances. These rights include the right to be informed about how your personal data is used 
and the following rights: 

• request access to your personal data, commonly known as a data subject access request, and 
request certain information in relation to its processing; 

• request rectification of your personal data; 

• request erasure of your personal data; 

• request restriction of processing of your personal data; 

• object to the processing of your personal data; and 

• request the transfer of your personal data to another party in limited circumstances; withdraw 
consent at any time where consent is the legal basis for processing; not be subject to decisions 
based solely on automated processing, including profiling, which produce legal or similarly 
significant effects; and make a complaint to the Information Commissioner’s Office. 

If you want to exercise any of these rights, please contact our Data Protection Officer using the 
contact details above. We hope our Data Protection Officer can resolve any concerns you raise, but 
you also have the right to make a complaint at any time to the Information Commissioner’s Office, 
the UK supervisory authority for data protection matters. 

Fees 

You will usually not have to pay a fee to access your personal data or to exercise any other rights. 
However, we may charge a reasonable fee if your request for access is manifestly unfounded or 
excessive. Alternatively, we may refuse to comply with the request in such circumstances. 

What we may need from you 

We may request specific information from you to help us confirm your identity and ensure your 
right to access the information or exercise any other rights. This helps ensure that personal data is 
not disclosed to anyone who has no right to receive it. 

11. Changes to This Privacy Notice 

Any changes we make to our Privacy Notice in the future will be posted on this page. 
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12. Children’s Policy 

This website is not intended for, or designed to, attract children. 

13. Links to Third Party Websites 

Our site may contain links to and from the websites of our partners. If you follow a link to any of 
these websites, please note that these websites have their own privacy policies and terms of use 
and that we do not accept any responsibility or liability for those policies or terms. Please check 
these policies before submitting any personal data to those websites. 

14. Further Information and Contact Us 

This Privacy Notice was written with brevity and clarity in mind and is not an exhaustive account of 
all aspects of our collection and use of personal data. If you require further information about this 
Privacy Notice, the practices of this website, or your dealings with this website, please contact the 
Data Protection Officer. 

15. Changes to this Privacy Notice 

This Privacy Notice is intended to explain how OMass Therapeutics Ltd collects, uses, stores and protects 
personal data obtained through its website. It does not form part of any contract and does not create 
contractual rights. 
 
We may update this Privacy Notice from time to time to reflect changes in our practices, legal requirements, 
or regulatory guidance. The latest version will be made available on our website.  
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